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Overview

JEP(S) is a spam filter which intercepts mail sessions before the mail is received. This is done by using
several technologies like greylisting, dynammal statichlack andwhite-lists and pattern analysis

By doing this itrastically reduces the load on the mail server as the spam mail is never received.

When JEP(S) suspects that a mail session is spam related it will send back a response to the sending
mail servemwhich indicates that the session has failed and that tlal imas to be resent. The

sending mail server will then queue the ntaibe resent and retry at a later time. JEP(S) keeps track

of this and when the mail is resent aftarconfigured delay (normally20 minutes) it will be allowed

to be pasghrough tothe mail system.

¢tKS 0SYSTAG 2F NBFdaAaAy3d GKS YIAf 06ST2NB AdQa RSt
@2dzOQNBE NBTdzaAAYy3Id . & R2Ay3I GKAa (GKS aSyRAy3a YIAf
@ 2 dzZQNB NB T dza Awhaever fe&onysbriethidy ghe$ &rong RitNdhetnansmittal of

the email then the sending user will be informed in clear text about what action was taken on the

mail.

One of the key advantages of JEP(S) is to no expose the mail server with unnesgsssans and it
therefore makes your mail server run smoother as it uses fewer resources handling all spam
sessions.

daly

b2 Y2NB WwWt2380§Q SYIFAf RdzS G2 aLly FAEtGSNBR (KFG o
the sender about this.

Who should read this document
This document is intended for systems administrators which are operating SMTP mail systems based
on Exchange and SMTP sersice

Requirements
W A server / workstatin running either Exchange 20@@03with SMTP installedor-
Exchange 2002010 server with the edge roleor- IS SMTP service installed and

configured.

W The server needs to be internet facing and accept SMTP (mail) traffic directly from
sending mail servers.

w .NET 2.03.0 or 3.5ramework. Can be downloadddr free from Microsoft &

http://www.microsoft.com/downloads/details.aspx?FamilylID=0C1B0OA8B24EBA
A70E4CD851C5FCC4&displaylang=en

W (optional but reconmended) SQL server 2005 or SQL server express.
SQL server express can be downloaftedree from Microsoft at
http://www.microsoft.com/sqgl/editions/express/default.mspx

W (optiond) Domain controller that answers LDAP queries for building email addresses.

Component overview
W JEP(S) SinkHandles themail connection on the SMTP serviige mail on IIS and
Exchange 2062003 Sends intercepted session information to the JEP(S) derver
analysis.
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W JEP(S) AgemtHandles the mail connection on the transport service for mail on
Exchange 2002010. Sends intercepted session information to the JEP(S) server for
analysis.

W JEP(S) ServerReceives queries from the JEP(S) sink and respatid®ass or Block
depending on the outcome of the analydi®gs events to the systems application event

log.

w JEP(S) Admig Administrates all settings and installs/uninstalls both the sink and the
server.

W JEP(S) ListenerListens to the outcome of the BES) server result and displays this in
real time.

Features of JEP(S)

JEP(S) combinésur technologiesi 2 T A f G SNJ & LJ YRéal ttheBBaklisty w A A FeBIZ0 w. [ Q2
time Whitelistg and email address list§hesdour in combination gives you gdcspam protection

with an extremely low ratef false positives in comparison with other spam filters. A low rate of

FlLfasS LkaaAilA ofikely thaSlegifiateerddil will be tie@tad as spam and blocked

And the block rate of your JEP(S) afistion will of course vargepending on the volume and the

GeLIS 2F SYIFAf 22dz2QNBE NBOSAGAYy3A: odzi Y2alh-2F 2 dzNJ
98% on the greylist filter itselfithout taking into account theffect of the RBL feature

JERS) analyses incoming data (IP, sender and recipient and result) to build a list of suspected

AL YYSNE® ¢KAa fAaldY 6KAOK R2SayQi O2yialAy lye A
to a central server which compares i@teived lists agaimhgach other. When a certain percentage

of submitted lists are reporting the same suspected spammer then this IP (the sender servers IP) is

black listed.

JEP(S) can then query the same RBL and ukiéze collective resultir blocking spammerghis

feature can be disabled in the licensed version of JEP(S).

There is also a graphing component of JEP(S) which plots real time and historical graphs which are
saved aimages. These images can then be included in reportgeaidime monitoring systems.

Thefeatures of JEP(S) are:

Greylist filtering.

RBL oReaitime Black Lists.

RWL oReaitime White Lists.

Automatic white listing of outbound mail.

This feature means that if you send Bob and email then his email address will be added to
the whitelist for alimited period of time. If he responds within this timeframe, typically

three days, then his email will be exempt from the filter and pass through instantly as well as
be added to the JEP(S) database.

9 Blocking of invalid mail addresses before they hitrymail server.

Automatic Real time BlackList Submission (ARBLS).

1 Support for standalone database as well as for Microsoft SQL server 2005.

Standalone database types are MDB (Access) databases foit 3¢stems and SQL

=A =4 =4 =

=
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Compact edition 32 and &dit sysems.

JEP(S) works with SQL 2000 but there is limited support for it due to the old age of SQL 2000.

Wizard setup for databases.

Static whitelists for IP addresses, IP ranges, sender and recipient email addresses.

Static blacklist for IP addresses, IP eg)gender and recipient email addresses.

Graphs. A standard set is included and you can wiritenited custom graph definition®

fit your needs.

1 Tar pitting
To tarpit a mail session means that if a session is blocked that you will wait a certaintamoun
of time before sending the reply to the sending mail serifdiis delays spammers in their
work.

9 Pass through for authenticated sessions.

1 Logging to local log file.
The logs are saved in a format compatible with several different statistical engines.

1 Repy messages for greylist and RBL block are customizable.

Optional encryption between all components.

1 User interface available in English, German, French, Italian, Spanish, Portuguese, Russian,
Swedish and Chinese.

= =4 =4 =4

=

In addition to these functionsyouhaveSh L2 adA oAt AGe (2 Ayadlrftt W9t o{ v
on different servers. For example you can have two or more mail gateways running the JEP(S) Sink

and let them work together against a central JEP(S) Server. This configuration even allows for

installations over different time zones as all data saved by JEP(S) is in UTC time format.

JEP(Bcanbe installed and operate on a Microsoft Clustir providehigh availability.

The JEP(S) Listener utility allows you to see the live actions taken by (8¢ S&Rer. This utility can
be run locally on the JEP(S) Server or on a remote workstati@aldition to this you can add and
remove white and blacklist entries based on the live traffic visible in JEP(S) Listener.
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The theory of Greylisting

The basicsf greylisting works by collecting what is called a triplet made out of the sending mail
servers IP address, the senders email address and the recipient email address. An example triplet
could look like this:

62.122.56.27,alice@companyxyz.com,bob@yourdomam
This information is saved in a database together with a time stamp of when this combination was
first and last seen.

Before an email session is accepted the triplet is compared to what is saved in the database and
RSLISYRAY 3 2y A Tthik tipthasbeey &én b&ofeli il be2bNdked or passed.

For example; the first time the above triplet is seen the session will be blocked as it has not been

seen before.

If the mail is resent immediately (seconds after the first one), th@driwill be compared to what is

Ay GKS RFEGFIolrasS yR GKSy (KS TaiSsHdgg@ienNl thénfalobét SS (G K I
blocked.

2 KSy GKS YIFAf A& OGN yaYAGGSR ySEG GAVitSvillonteSG Qa al
more be compared to the database and now it will be passed.

A more indepth article of how greylisting works in detail by Evan Harris can be found at
www.greylisting.org/articles/whitepapertgml|

Installation
JEP(S) installation takes place in two parts; first the executables are installed on the mail system and
then JEP(S) is activated.

¢CKS AyaidlfféxechtabgR2Fa WQil of DPREOG G K Sonlyreghifestiee a G SY |
files to be extracted to a folder on the serviévhen JEP(S) admin is opened the necessary registry
15ea&4 INB ONBFGSR IyR aSG 6AGK GKSANI RSTldzZ G @ f o

Using JEP(S) Admin you can install the required service and enal3#P sinklS/Exchange
2000/2003) or agent (Exchange 20@710) ¢ JEP(S) is now integrated with your email server, but is

in a learning mode. In learning mode JEP(S) will intercept and process all mail sessions but will not
block any messages.

This meas that JEP(S) can in most cases be installed on production systems whilestilAfter
Fff aSdiday3aa KIFa oSSy OspperafibdzNide BEP(Sycan bé éhalz@dNBE & I (i A
FYR Al @Attt GKSy | LILX & Aesspas. [ t I2NAGKYa G2 of 201

Downloading JEP(S)
Download the latest distribution frorhttp://www.proxmea.com/download

Selecting the distribution to download

JEP(S) Setup.exe  Contains both the 3bit and the 64bit installers ad it will launch
the appropriate once started. This is a setup guided installation.
JEP(S).zip Contains both the 3bit and the 64bit executables for a manual
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install.
JEP(S) Setupx86.m The installer for 3dit systems. This is a setup guided instain.
JEP(S) Setupx64.m The installer for 3it systems. This is a setup guided installation.

Setup guided installation p rocedure
Launch the setup program.

By selecting the top feature, JEP(S), you can change the installation directory by the luttarse

The different components available are:

JEP(S) Admin Over all administration program for JEP(S) sinks and agents as w
for the JEP(S) Server. This should in most cases always be instal

JEP(S) Server The core of JEP(S) which does the ysialof mail sessions. This
should be always be installed on single server setups.

JEP(Q)istener The realtime monitoring utility which displays the actual mail flow

your system and the actions taken on each session.
JEP(S)Mailserver TKA & O2y il Aya GKS ySOSaal NB ofF

components should be installed on the server handling the incoming and outgc
traffic.

JEP(S) Contains this administration manual and other JEP(S) documents

Documentation

SQL Server compac The stanealone version of Microsoft SQL Server compact edition

edition v3.5. It installs into the same directory as JEP(S) to provide suppc

for JEP(S) Admin and server. If you already have SQL Compact &
installed on your system then you do not netednstall it for the
support to be provided.

Note for 64 bit systems: If SQL Compacb8has been installed but
not the 64bit package, then this needs to be installed together wit
JEP(S) even if not used as the SQL Compact is regarded as an
incomplet installation.

When these components are installed the necessary start menu and desktop shortcuts will be
provided if for the components that are user executable.

After this the installation is complete and you can go to the quick configurationeamtkin chapter
Configuring JEP(S) to get started.

Manual installation p rocedure
Create a directory called JEP(S) in the location where you would like to install the software; for
example dprogram file§JEP(S). Extract the downloaded files into this thrgc

There will be no shortcuts created when installing JEP(S) manually and we recommend you to create
shortcuts to the All users start menu for JEP(S) Admin and JEP(S) Lidteseshortcuts are not
needed for normal operation but will help other admstrators logging on to theerver

After this the installation is complete and you can go to the quick configuration or the main chapter
Configuring JEP(S) to get started.
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Quick configuration

Note: Depending on your mail server you will eitsee Grglist sink or Greylist agent in the
administration program. These two are interchangeable but reflects the mail server type.
IISand Exchange 2002003use sinks, whil&xchange 2002010use agents.

1 If you have a trial or permanent license file for JEBE extract this from the .zip
archive and copy this to the JEP(S) install directory.

1 Open JEP(S) Admin.
If this is the ifrst time JEP(S) is being launched on the system, then JEP(S) will attempt to
create a local database. This can be confirmed bybabase statudisplaying

A 2 4 oA~

by the below procedure.

JEP(S) Greylist admin =1alx|
Status | GreyistAgent | GreylstServer | Wihisist | Blackist | RWL | RBL | Emai addresses | ARBLS | Graph | Database | 1
—Greylist Agent
Available lm
nstaled [ ]-E P S
Piomyim |
Piotyout [ JEP(S) Greylist by PR XOMEA v2403
Instance in I lssued to: John Smith, ﬂ
Email:  john.smith@domain.com
Instance out I— lssued: 20081201 LI
—Greylist Server service — Database
Awvailable IW Status I Connected successfully
Istaled [ Netinstaled DB Version v2d Block ratio [ o=
Status l— Records I—D Unique rec I—D
Tot blocked I—D Tot passed I—D
& ok Cancel | Aopy |

Database setup

u LF O0KS RIFIOF0oFAaS FTASER RAGLI LI E&A W5FGFolasS 02
database setp procedure.

U LF GKS RIFIGFo6FaS FTASER RAALI LI E&A W 2yySOGSR a
Sink/Agent setup

1 Open the Database tab.

¢2 aSftSO0 GKS GeLlsS 2F REUF O &K SO {WeMB I 20yS 0 K S
RFGF O atSmdisplayS K& dzy | @1 Afl 6t S OK2A0S& Ay fA3IK
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JEP(S) Greylist admin

o =[5

Status | GreyistAgert | GreyistServer | Whitelist | Blacklist | RWL | RBL | Email addresses | ARBLS | Graph Database | 4| »
Connection
string
Test connection | Use this connection sting |
Create new database Import/Export
DBtype |Local SQL compact 'l Create new | " Database ™ Include session data Import |
r Server settings
SAL Server Use existing | ™ Sink/agent settings Export
Local SGQL compact
$| o« | concel | semy |

Note that Local MDB (access) is not available ehibgystems
Note that Local SQL compact is only available if this option has been installed.

Database recommendations
Suitable for ggle server installations with a low volume of
mail sessions, typically less than 1000 per day.

Suitable for all installationshlways the preferred choice.
SQL Server compac Suitable for medium size installations, typically up #6080

Local MDB

SQL Server

mail sessions per day.

The above recommendations are guidelines only. They can vary depending on factors as

mail sessions
i /I £ A0

per day and how long data is kept.
W/ NBFGS ySgQo

For local MDB and SQL compact the database is created automatically anet yioe g

jdzSadGAz2y AT

82d2OR tA1S

i2.

dza S

GKA& RFEGFEOI &S

a After JEP(S) Admin is restarted please go to the Sink/Agent setup seclion@ 2 dzQNX dza A
local MDB and SQL compac
For SQL Server databases you will get a dialog to create the ialaadeas below.

1 SQL Server database setup dialog
S0t server databasesetwp x
Connect to SQL Server
Server Name: I j
Authentication Type: I";’u‘indov\'s Authentication j
Login: I
Password: I
Where should JEP(S) store its data?
Existing database: I j
Create new database ¥ IJEPS
How should JEP(S) connect?
Authentication Type: ISQL Server Authertication j
Login: IJEPSuser
Password: I
Cancel |
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The top four fields are to provide the name and credentials to connect to the SQL server
to create the database. The rest of the fields are what JEP(S) will create and later use
when connecting to the SQlatabase.
The default login and password can be changed.
The auto generated password will be visible after creation in the connect string.

1 Fill in the dialog appropriately and press OK. The database and user will now be created.
If the user already existthen you will be asked if you watiatreuse this username or
not.

JEP(S) server setup

1 Go to Greylist server and select Install and then start.
The JEP(S) server is now accepting traffic from the JEP(SAGamK.
JEP(S) Greylist admin ] £
Status | GreylistAgent  GreyiistServer | Whitslst | Blacklist | RWL | RBL | Email addresses | ARBLS | Graph | Database | |+
Mlowed characters Iabcdefghijklmnopqrs“tuv';\:-".,.-z1 234567850_-@.
DB Connection string = IDaia Source="D:"Program Files"JEP{S}"JEP{S).sdf";Password=;Encrypt=FALSE;Max database size=4
DB type = I Local SQL compact VI Clean db every = I 1 hours
Listen on interface * Al v | Max age stale entries I 10) days
Listen on port * 3105 Min age before pass I 10 minutes
I~ Use local time instead of UTC Auto whitelist valid I 72 hours
™ Use fast RBL and RWL lockups Temp blacklist valid I 24 hours
V¥ Use widcards in white and blacklists Reload cache every = I 1 minutes
V' Default response block Load email addr every 60| minutes
Service control
Local email domains Start | Stop |
Changes made to entriss marked with a asteric ISt | Urinstall |
requires that the service is restated before they take effect.

& Ok Concel | ooy |

Sink/Agent setup

1 Go tothe Greylst sinKGreylist Agentab and select Enable in and Enable out.
The JEP(S) siagentis now active and will intercept incoming and outgoing SMTP
sessions.

1 ClickApply to save your settings.

1 Send a test message from a known good mail server (externalisytm test successful
reception of the message.

1 Go back to the Status page and confirm that you hetleast 1 record according this
screen.
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JEP(S) Greylist admin ] 9
Status | GreyiistAgent | GreylistSarver | Whitsiet | Blsckist | RWL | REL | Email adcresses | ARBLS | Graph | Databass | <1+
—Greylist Agent
Available lm
Istaled [ handOut ]-E P S
e
Piomyout [ 2 JEP(S) Greylist by PR. XMEA v2403
Instance in I lssued to: John Smith, ﬂ
Email:  john.smith@domain.com
Instance out l— lssued:  2005-12-01 j
— Greylist Server service — Database
Available I v240.1 Status I Connected successfully
staled [ Insteled DB Version v2d Block ratio [ =
Status I—F\'unnlng Records I—Z Unique rec l—‘l
Tot blocked |—5 Tot passed I—D
(] ok | caee | semy |

JEP(S) is now runningléarningY 2 RS ' yR 62y Qi | Ofdendbiee of 201
blocking go to Gret sinkagentand select Mode;, Enabled and press Apply.

Using the local database

The locabatabase are perfect for smaller installations and for evaluation purposes. This type of
database is opened and managed directly by JEP(S) and this means thatsiigethis on high load
systems that it can affect the S NIp&fRance. For high load mail systems we recommend to

use either a local SQL database or if possible an SQL server hosted on another server then the JEP(S)
Server.

Note: If JEP(S) Servengceis running and you then change databalisen you will need to restart
this for the change to take effect.

Automatic configuration of a SQL server database

By using a SQL server database you improve the speed of the transactions in two ways; dhe spee
that a SQL server processes transactions is in itself a lot faster and you have the option to use a
different server all together for the database and this offloads the server where JEP(S) is running.

We recommend the use of Microsoft SQL server 20088 for JEP(S) which is available in several
different versions, including SQL server express which can be downloaded for free from Microsoft.

The default way of configuring JEP(S) for SQL access is through SQL authentication. For this to be
possible your QL server needs to run in mixed mode configuration. You will need to check the
windows authentication option if you are running your SQL server in windows authentication mode
and then the JEP(S) server service under a manually created windows domaintaccoun

If you have access to the SQL Management Studio you can confirm mixed mode authentication by
accessing the properties of the server and checking the Security page.
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Server authentication

) Windows Authentication mode
(#) 50L Server and Windows futhentication mode

You can read more about SQL authentication in the appendix.

x

Connect to SQL Server
Server Name: I j
Authentication Type: I";’-.-'indo';\'s Authentication j
Where should JEP(S) store its data?
Existing database: I j
Create new database ¥ IJEPS
How should JEP(S) connect?
Authertication Type: ISQL Server Authentication j

Login: IJEPSuser

Fassword: I

coee|

To configure the JEP(Stabase in this way requires that the logged on user has administrator
priviegesonthe SQL serverilKS f 233SR 2y dzaSNJ R2Say Qi KI @S | RY
server then you have three choices:ifE}all the databas manually as describeclow, (2)copy

JEP(S) Admin to the SQL server, log on as a local administrator and then execute the Create database
function from JEP(S)r (3) use SQL authentication for the creation of the database

If you run JEP(S) Admin on the SQL server then yionesd to copy the produced connection string

from the SQL server to the server where JEP(S) Server is installed.

To configure the JEP(S) SQL database automatically follow these steps:

1. Tell JEP(S) Admin what SQL server to use and how to connect.

Thisis@ yS Ay GKS W/ 2yySOidG G2 {v][ {SNBSNID LI NI 2
2. Define what database JEP(S) should store its data.

CKAAd A& RSTAYSR Ay (KS W2KSNB &aK2dzZ R W9t o{ 0
3. Define how JEP(S) should connect to the database.

CKAAd A& R2yS W9t aKE O2¢¢ySakeda ROGA2y o

1. You can either type in the SQL Server name manually or use the browse functionality
available in the dropdown box of server name. Please note that if your installation uses
static ports then you will still need to specify the poumber as below.

ToRhft Ay (GKS {v][ aSNIBSNIylIYSd LT &2dzQNBE NXzyy A
\Instancename after the server name.

Ex: 10.31.0.123
Ex: 10.31.0.123/yInstance
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Connect to SQL by IP
Connect to SQL by IP and instance name
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Ex: 10.310.123 MyInstance, 1433 Connect to SQL by IP, instance name on specific port
Ex: servername.domain.com Connect to SQL by the fully qualified name

LT GKS dzaSNJ eé2dz F NE OdaNNByidte t233SR 2y | a R;
you can specifio connect to the SQL server by SQL authentication instead. These

credentials are only used for the duration of the wizard and are not later used by JEP(S).

.8 OtAO0lAy3 2y GKS WOEAAGAY3 RIGIOolFIaSQ RNELR;
databaseserver specified in the above section with the specified credentials.

LT adz00Saa¥fdA GKSy AdG gAtft RAALIXIE | fAad 27
connection, e.g. wrong server name or wrong instance name, then it can take some time

beforeyou get a blank result.

I oflyl NBadzZ G YSIya GKIG GKS O2yySOGA2Yy &1 &\
found.

By selecting a database from this list you will use this for JEP(S).

IfyouwanttoONB I 6§S | ySég RIGlIolasS SKFPsOREOT 0l 8SQOH
in the desired name. This is by default JEPS and can be changed.

By default JEP(S) will connect to the SQL server with SQL authentiddie®default

username and password can be changed if desired. The auto generated passird is

characters long and is based on random upper and lower case together with numbers.

LT @2dz ALISOATe W2AyR2ga | dZikKSYyGAOrGA2YyQ GKSyY
This means that JEP(S) Admin will connect as the currently logged owhigeJEP(S)

{ SNIBSNJ 6& RSTI dzf (i ¢ AThis meausyht $o0 deedtduseitie2 OF f & & & |
windows services mmc to open the properties for the JEP(S) Server service and specify a user
which holds the necessary login rights on the local serveredisas on the SQL Server.

More about thisis discussed in the appendixXRunning the JEP(S) Server service under AD

user accour®
x|

"General LogOn |Recovery| Dependenciesl

Log on as:

" Local System accourt
™| &l service bo interact with desktop

% This account: Id0mailmame"-jepsser«iceuser

Password: Iccclocclclclc.c

Corfirm password: Iccclocclclclc.c

Help me configure user account log on options.

You can enable or disable this service for the hardware profiles listed below:

Hardware Profile | Service |
Undocked Profile Enabled
Troubleshooting using hardware profiles. Enable | Disable |
ok | cancel | ey |
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By pressing OK the database will be created (if needed), the user created (if not already exists) and
the database will be populated with the default tables.

After this JEP(S) will attempt to connect to the database and iSséica F dzf &2 dzQf £ 3ISG | |
want to use the newly created database. If you select yes then the settings will be saved and the

FLILJX AOFGA2y Aa NBadlINISR® LT &2dz aStSOG y23 GKSy
connection string fortie newly created database.

Note: If you have already started the JEP(S) Server service then you will need to restart this for the
change to take effect.

Manual configuration of a SQL server database
LF¥ @2dz2OQNBE O2YF2NIF o6f S ¢ AupKdafabage mBRrually add giveSedtherlaK Sy @ 2
local SQL user gvindowsaccount permissions to it.

A sample SQL script to create the database is available for download at
www.Proxmea.com/Download

When the datahse is created you will need to manually fill in the connection string to fit to your SQL
server.

For SQL user authentication use the following format:
PROVIDER=SQLOLEDB;DATA SOURCE=sqglservername;Initial Catalog=jepsdatabasename;User
ID=myusername;Passwarthypassword

For windows authentication use the following format:
PROVIDER=SQLOLEDB;DATA SOURCE=sqglservername;Initial Catalog=jepsdatabasename;Integrated
Security=SSPI

When the connection string is filled in you can test the connection and the select idse th
connection string.
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Configuring JEP(S)

JEP(S) is designed to give the mail administrdtdirsontrol over all parameters that JEP(S) is using.
This means that there are many parameters that can be changed but it should be noted that the
default paraneters are in most cases the best choice, so only change these if you know the effect
they will have on the operation.

The user interface of JEP(S) Admin
The interface is divided into several tabs grouped into the function they control.

Changing most optianhave an immediate effect after pressing Apply, but some options need the
JEP(S) Server service to be restarted. These options are marked with an asterisk (*).

OK By pressing OK you will save any changes and exit JEP(S) Admin.
Cancel By pressing Cancgbu willnot save any changes and exit JEP(S) Admin.
Apply By pressing Apply you will save any changes and stay in JEP(S) Admin.
Refresh By pressing refresh you will reload statistics and all lists.

(two green arrows)

Status
JEP(5) Greylist admin 1ol =|
Status | GreylistAgert | GreylistServer | Whitelis: | Blacklst | RWL | RBL | Email addresses | ARBLS | Graph | Database | 41 ¥
— Greylist Agent
Awailable IW
Istaled [ InandOut ]- E P S
N
Piomyo [ 2 JEP(S) Greyit by PR XIMEA v2403
Instance in I lssued ta: John Smith, ﬂ
Email:  john.smith@&domain.com
nstanceout [ lssued: 2005121 =
—Greylist Serverservice ————— [ Database
Ayailable IW Status I Connected successfully
Istaled [ Installed DB Version v2d Block ratio [ ==
Status I—Runnlng Records Im Unique rec IW
Tet blocked Im Tot passed lw
9| Ok Cancel | 2opy |

Main window

The main widow describes what version of JEP(S) admin you are currently running. The above
screenshot shows versid¥.0.3

It also shows the license information (if available) and to who the license is registered. This
information is only for informational purpos@sd is not communicated anywhere at any time.

Greylist Sink Greylist Agent

Available Describes if the JEP(S) sink.dll is present and what version it is.
Installed What sinks are installed.

Priority in What priority the inbound sink has.

Priority out What priority the outbound sink has.

Instance in Describes on which instance the inbound sink is running on.
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Instance out

Greylist Server service
Available
Installed
Status

Database
Status
DB Version
Records
Tot blocked
Block ration

Unique rec

Tot passed

© Proxmea BV 2002009

Describes on which instance the outbound sink is running on.

Describes if thdEP(S) server s@re.exds present and what version
itis.

Describesf the service is installed or not

The current status of the service

Describes if JEP(S) could connect to the database successfully.
The version oftie JEP(S) database.

The total amount of triplet records in the database.

The total amount of blocked items since the database was installe
The ratio between blocked and passed items in the database.
This gives a godddication of the efficiency of JEP(S).

Total amount of unique records in the database.

These are the triplets combinations that have only been seen onc
The total amount of items that has been allowed to pass through
since the déabase was installed.
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Greylist Sink / Greylist Agent
ltems marked with @reenR2 G ' NB y20G I @FAtFoftS 2N OFryQi o6S OKI

5SLISYRAY3 2y gKIFG YIFIAf aeadsSy @2dz2QNBE NizyyAy3a 2y
andExchaBS Hnnnkunno 2N W 3SyiQ F2NJ 9EOKIY3IS wnnto
very similar and therefore when its discussed about the sink this also applies to the agent.

JEP(S) Greylist admin =] B
Status GreyiistAgent | GreyistServer | Whitelist | Blackist | RWL | RBL | Email addresses | ARBLS | Graph | Database | 41
Greylist server ip 27001 Greylist server port I 5105
Inbound traffic
Agent timeout 45000 ~| ms Message on greyist
IPIease try again later. Session Greylisted with JEP({S) http/www Pro
By I ! Message on blacklist
Mode IEnabIed j IYour mail server is black listed according to
7 Enable tarpt [10@at) |5 0¥ Black as defaut action
| IV Pass through autherticated sessions Greylist qualifiers
| ™ Disconnect blocked sessions V' SourcelP V¥ Sender v Recipient
|—Outbound traffic —————————————— [~ Agent control
Autowhitelist mode IEnabIed 'l Instance I Enablein | Disable in |
Agent priority I E ™ Encrypt traffic to server Enable out | Disable out |
View installed agents |
S| ok | cace | semy |

The View installed sinks button will produce a report of all SMTP eveé#aitransport agents
currently installed to this server. This information can be invaluable when troubleshooting SMTP
server operation.

Inbound traffic

Greylist server ip This value can only be changed in the licensed version.

This value instructs theink where the JEP(S) Server is available. i
normal installation this should be 127.0.0.1 as the service is instal
on the same machine.

If the service is installed on a separate server then fihdh serverlP
number here.

Greylist server port The default port for communication between the sink and the serv
Ad dmnpz o6dzi GKAA OFyYy 06S OKIY
forget to also change it on the GreylistServer tab. Communication
taking place over TCP towards the server seraice UDP towards
the JEP(S) Listener.

Sink timeout This value instructs the sink how long time it will wait for a respon
from the JEP(S) Server service. If the timeout value is hit then the
current session will not be blocked but automatically passed. Th
reason for this is to ensure continued operation of the SMTP serv
in the case of interruption between the sink and server.

The default value 5000ms.

Sink priority This is the priority that this sink has and describes when in the

receiving procesthat the inbound sink will be invoked. A lower valt
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Mode

Enable tarpit

Pass through
authenticated
sessions

Disconnect blocked
sessions

Message on greylist

Message on
blacklist

Block as default
action

Greylist qualifiers

Outbound traffic

Autowhitelist mode

© Proxmea BV 2002009

means earlier in the process, which is recommended. This value (
be changed to ensure interoperability with other mail software or
other products like antivirus scanners.

Default value is 100.

Disalted means that the sink is active but no processing will be m;
and all sessions will be left untouched.

Enabled means that all sessions will pass through the JEP(S) ser
algorithms to qualify for a pass or block. This is the normal
operational mode oJEP(S).

Learning means that all sessions will be passed but the data will
passed on to the JEP(S) server and all algorithms will be execute
the sessionThis is the default install mode.

Enabling the tarpit means that if a sessiobliscked then it will wait
for the specified number adeconds before returning the message t
the sending mail server. Even though this has little impact on norr
mail traffic it is very interrupting for spammers.

Default is unchecked.

This function is only available in the licensed version.

If enabled then the sink with check if the mail session is
authenticated andf this is the case then it will pass through withou
passing through the filter. This is useful iijyose SMTP for sending
SYFAf FNRBY SEGSNYylLt LtQa | yR
Default is unchecked.

If enabled then the session will be dropped instantly if blocked. TF
2Nl a OSNE ¢Sttt 2y KAIK @Okt dzy
together with receiving larger mailing listdse with caution.

Default is unchecked.

This value can only be changed in the licensed version.

This is the message that will be sent back to the sending mail ser
onablock. Themess3S A& LINBFAESR 6A0GK
GSYLR2 NI NE SNNEBNWY LT GKS &aSyRA
then this message will be returned to the sender.

This value can only be changed in the licensed version.

This is the mesgge that will be sent back to the sending mail serve
the sending mail server was found on a black ikt message is
LINEBFAESR 6AGK WpodpdnQ

When enabled then JEP(S) will always default to sending a block
action ifthe JEP(Sk8ver is unavailable. This is useful to ensure thi
no spam gets through while the JEP(S) Server is being rebooted.
These values can only be changed in the licensed version.

The three checkboxes describes what qualifiers should bsidered
when a session is passing through the greylist filter. In normal
operation all check boxes should be checked, but you have the of
G2 Wt22aSyQ GKS -ghacking Sedipient If tAisAsN.
done then only source IP and sender eradidiress will be used for
greylisting.

This function is only available in the licensed version.
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Sink priority

Sink/ Agentcontrol

Instance

Encrypt traffic to
server

Enable in
Enable out
Disable in

Disable out

© Proxmea BV 2002009

If this is enabled then emails that are outbound (sent) will be save
the whitelist database as a whitelisted sender ®onumber of hours.
The amount of hours can be adjusted on the GreylistServer tab ul
Auto whitelist valid.

If it is disabled then no automatic whitelisting will be done.

This is the priority that this sink has and describes when in the
sending process that the outbound sink will be invoked. A higher
value means later in the process, which is recommended.

Default value is 24575.

This is the instance affected by the enable and disable commands
Not enabledwhen using together with Exchange 208710.
Causes the sink to encrypt all communication with the JEP(S) Ser

Installs the inbound sink (receiving emallhis change is instant.
Installs the outboundink (sending emaill.his change is instant.
Will uninstall the inbound sink.

Even though the sink is instantly deactivated, the dlIl will only be
unloaded after an restart of the IIS service.

Will uninstall the outbound sink.

Even though the sink is instantly deactivated, the dll will only be
unloaded after an restart of the IIS service.
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Greylist Server

Items marked wittagreenR2 &G | NB y20G | @FAftFofS 2N OF yQi

0SS OKI

Items marked with an asterisk (f¢quires the JEP(S) Server service to be restarted for the changes

to take effect.

=TF]

Status | GreyistAgent GreylistServer | Whitelt | Blacklist | RWL | REL | Email addresses | ARBLS | Graph | Database | ¢+

Mlowed characters Iabcdefghijklmnopqrs“tu'«';\:-".,.-z1 234567850_-@.

™ Use local time instead of UTC

[T Usefast RELand RWL lookups

V¥ Use widcards in white and blacklists
¥ Default response block

DB Connection string * IData Source="D:Program Files"JEP{S}"JEP(S).sdf";Password=Encrypt=FALSE;Max database size=4
DB type = ILocaI SQL compact VI Clean db every =

Listen on interface ~ |4| vl Max age stale entries
Listen on port = I 3105 Min age before pass

1 hours
days
minutes
Auto whitelist valid hours
Temp blacklist valid hours
Reload cache every = minutes

Load email addr every 60| minutes

JLLLLL

Service control

Local email domains mydomain.com

Changes made to entries marked with a asterix

requires that the service is restarted before they take effect.

K

Allowed characters This field contains all charactetsat are allowed in JEP(S). If an em

DB Connection
string
DB ype

Listen on interface

Listen on port

Use local time
instead of UTC

Use fast RBL and
RWL lookups

© Proxmea BV 2002009

address for example contains the character ! then it will be remov:
beforebeingsaved in the JEP(S) database. This is to protect JEP(
against injection attacks.

This does not affect the rest of the mail system, but is only used
within JEP(S).

You can add or remove characters here, even though the default
is sufficient for d languages.

This is the connection string that is used for the server to connect
0KS RIFGFIolFasSe LG OFy 0SS SRAGS
database tab where you can also test the connection before apply
it.

CKA&a (Stfa GKS aSNIBSNI gKIFG 1A
automatically when setting the database on the database tab.
This value can only be changed in the licensed version.

In an installation where all JEP(S) compdsee installed on the
same server this should be set to Localhost.

By changing this to All you will allow the serteecommunicatewith
any other IP.

Note that if you do this then you should protect communications tc
and from the JEP(S) Server withagapropriate firewall.

This value sets the port that the JEP(S) server listens for incomin
connections. This value should be the same as oitGiteylistSink tab.
Instructs JEP(S) to use the local timestafopshe database.

When selected then JEP(S) will use the windows DNS function fo
lookups. It is faster than JEP(S) internal lookup routine, but much
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Use wildcards in
white and blacklists

Default response
block

Clean db every

Max age stale
entries

Min age before pas:

Reload cache every

Auto whitelist valid

Temp blacklist valid

Load email addr

Local email domains

© Proxmea BV 2002009

accurate. Should only be used on systems with more th8n 2
sessionper second.

When selected this allows you to specify wildcards as * (asterisk)
before mail addresses and mail domains.

. @ dzy OKSOlAy3a GKA&A AG ¢Aff dza
mail@domain.conmatches somemail@domain.com.

Default is checked.

When enabled then JEP(S) will always default to sending a block
action if the database is unavailable. This is useful to ensure that
spam gets through while certain servers are being rebooted

This defines how often database maintenance should be performe
This value should be set relatively low and never more than 24 ho
Default value is 1 hour.

2 KSy |y SyGdNRBRI 2N NI (K®Ndays\heh,
it will be removed.

Setting this value to low (<7 days) will cause normal email to have
be resent more often than necessary.

Setting this value to high (>90) can cause the database to be
dzy y SOS&aal NB O0A3ZI 0 dzipacRah & y Qi
algorithms.

This defines how old an entry must be before it is accepted.
Setting this value to 0 will cause email to only have to be resent o
once.

Setting this value to anything higher than 0 will enable the timet.lir
Setting this value to high (>60 min) can cause emails not to be
received, depending on the sending mail servers settings.

The default value is 2 minutes.

This defines how often the whitelist, RBL and RWL should be che
for updates Setting this to high (>5) can cause whitelist entries to
come in effect to late.

Default value is 1 minute.

When the Autowhitelist is enabled, then this entry specifies how Ic
it should stay in the whitelist. After this time thatey will be
removed from the whitelist automatically during the database
maintenance.

¢tKAAa alLISOATASA K2g¢g f2y3 SyidNA
ASNWSNI G2 GSYLI 0fl O1ftAAGQ GAf
removed from the blacklist automatically during the database
maintenance.

If internal email address sources are specified on the email addre
tab, then this value defines how often the email address lists will t
loaded into memory.

Defaultvalue is 60 minutes.

Local email domains is a comma separated list of domain names,
domain.com,otherdomain.com, which lets JEP(S) know what ema
addresses to treat as internal.

Internal email domains will always be excludezhirauto
whitelisting.
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Service control

Start
Stop

Install
Uninstal

Whitelist

Starts the server service.

{G2LA (GKS aSNIISNI aSNBAOS® LGQ
Windows services control, as it checks for a proper shutdown.
Installs the server service.

Removes the server service.

The Whitelist tab allows you add and remove the following types of entries:

1 IP Addresses and IP ranges.
1 Sender email addresses.
1 Recipient email addresses.

On the sender tab you can see dates next to certain en@ind these what have been added by the
auto whitelist. The date and time stamp is in UTC time and states when the entry was added or last
updated.The other tabs do not contain this column.

The reason for UTC time stamps to be used is to enable JER@ktm large organizations where
several installations are working over different time zones.

=l

Status | GreylistAgent | GreyistServer Whitslst | Blacklist | RWL | RBL | Email addresses | ARBLS | Graph | Database | |+

I.—'ldd Sender emai 'l

P Address |

- Add |

Email address I

"IP address  Sender email | Recipient email I

Email

test@domain.com

alice@somedomain.com

bob@yahoo.com

lisa @gmail com

r
r
7 |andrew@hotmail.com
-
r

watson@blogspot.com

Delete selededl Batch import |
& ok | caed | semy |

Changes to the whitelist are instantly added or removed from the database but only loaded into the
server on the next cache reload.

To add whitelist entriefollow these steps:

© Proxmea BV 2002009
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1 IP addresses.
Select Add IP address from the drop down list, fill in the IP and press Add.

1 IP Ranges.
Select Add IP range from the drop down list, fill in the two IP numbers and press Add.
You can add IP ranges that are across submeegs 192.168.0.25192.168.22.100, as long
as the latter IP address is greater than the first one.

i Sender email address.
Select Add Sender email from the drop down list, fill in the email address and press Add.
This causes all email from this email eekt to be whitelisted and hence pass through the
filter.

1 Recipient email address.
Select Add Recipient email from the drop down list, fill in the email address and press Add.
This causes all email to this email address to be whitelisted and hence pags tihe filter.

When an entry is added it is passed through the allowed characters filter to match how JEP(S)
looks at the entries. If you add an email address wihK I NI O (i S NJexisKnithis R2 Say Qi
character filter then it will appear without thosdnaracters. This is normal and can be ignored.

To delete a whitelist entry simply check the checkbox next to the entry and press Delete
selected.

Note: When adding JEP(S) to a network that has network scanners or other devices that use
SMTP on the serveotsend email, it is best to immediately add the local subnet to the whitelist.
This prevents those devices from failing to send.

/| 2YY2yfteé RSOAOSa GKIFIG KFE@S | a{OFly (2 SYIFIAfté¢ ¥
whitelisted for correct operation.

Blacklist
The Blacklist tab allows you add and remove the following types of entries:

1 IP Addresses and IP ranges.
91 Sender email addresses.
1 Recipient email addresses.

The blacklist functions in JEP(S) Admin works the same way as the whitelist. Once diifeteac
added field which is not available under the sender section but under the IP address section. The
functional difference on thelbacklist IP address is that an entry can be added temporary with the
JEP(S) listener and this entry will later be reatbence the entry is older than the value defined on
the Greylist server tab.

Wildcards
JEP(S) does by default support wildcards by the * asterisk character. To ensure correct operation the
W' aS gAft ROFNRA AY GKAGS | ypRchedkddOlfAadaw 2y (KS 3
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Simply enter an asterisk plus for example the domain name, for exa@®main.comor
*support@domain.com

Legacy support

Version prior to 2.3 did not support wildcards as described below. By uhcheé 3 W! &S A f ROI |
GKAGS YR o0fFO1tA&GEQ 2y G(KS AaSNBSNI &2dz Syl of$S
The following behavior is here for legacy reference.

To make use of wildcards in email addresses that are in the whitelist you need to enter the patrtial
rightmostpart of the email address instead of the full one.

For example if you would like to whitelist a sender domain then you enter the at sign plus the
domain name like@domain.conmand add this to the sender whitelist. Now all mail from
domain.com will be whitétted.

If you would like to whitelist a partial recipient email address for like sales.info@domain.com or
promotion.info@domain.com then you enteffo@domain.conand add this to the recipient
whitelist.

Do not use asterisk * as wildcard.

Batch import
The batch import function allows you to import CSV separated or line separated text files into the
three different whitelists.
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RWL z Real time Whitelist
The RWL is only available in the licensed version of JEP(S).

A RWL is an external (or internal) serwéiich keeps track of known good servers. These lists
contains references to servers of the like of hotmail.com, google.com, gmail.com, ibm.com and
other major companies which have proven to not send spam.

JEP(S) utilizes RWia a mean ofleciding if thed 2 dzZNXOS Lt | RRNB&aa akKz2dzZ R 685
O02YYZ2Yy GKIFIG AT | O2YLIl ye tA1S K2UYFAf o02Y &ASYyRA
then will try to resend from another mail gateway. This causes a new triplet to be generated and

JERS) sees this as a completely new session.

By excluding the source IP from these servers the triplet becomes a duplet only containing sender
and recipient email addresses. When this is done then the email can be resent from a new mail
gateway without any mpblems.

RI=E
" Status | GreylistAgent | GreyiistServer | Whitslist | Blacklist RWL | RBL | Email addresses | ARBLS | Graph | Database | 4| *
Server address | Ldd |
r Fully trust RWL servers
P
list .dnswl.org
2l
~I
& ok | cemcel | Aoy |

To add a nevRWL simply enter the name of the RWL into the server address field and press Add.

We have tested the RWL list.dnswl.org extensively and recommend this one. It should be noted that
AGQa O2YLX SGSte 2dziaiRE ZAENBIORYINREK S yNRS kil {1a 6G2
SPSy (K2dAK gSQNB &l GAAFASR gAGK AGa NBadf Gad a?
http://www.dnswl.org/

This RWL is provided free of charge by the provider.

Please nat that they do only allow 100.000 RWL queries per day and IP. If you require more queries

per day then you can find instructions on their website on how to resolve this.

The option of Fully trust RWL server causes any session that has a sending mathaeiven a
RW.L to be passed as whitelisted.

To delete a RWL entry mark the checkbox and press Delete selected.
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RBL z Real time Blacklist
The RBL is only available in the licensed version of JEP(S).

A RBL is an external (or internal) server which kémyek of know bad serversThese lists contain
references to servers whickre known to send spam or other uncontrolled content.

WOt o{0 dziAfAT S& w.[ Q& & AYLX AOAG &2dz2NODS&aed LT |
blocked until tle entry is removed from the list.

JEP(S) Greylist admin ~=1o x|
" Status | GreylistAgent | GreyistServer | Whitshst | Blacklist | RWL  RBL | Email addresses | ARBLS | Graph | Databass | 4+
Server address | Ldd |
IP
arbl proxmes net
™ |blackholes five4en-sg com
[ | zen spamhaus org &l
™ | bl spamcop net
\/|
Delete selected |
§i| Ok Cancel Apply

To add an RBL simply enter the name of the RBL into server address and press Add.

28§ KIF¢gS (SaiSR GKS w.[ Q& FNRY { L} YOtdltkhgukl { LI YKI
be noted thatthese arecompletely outside dzZNJ O2 Yy G NRBf | yR GKIF GO ¢S OF yQi
comingfromi KSaSx wsg@dXA (K2dz3K 6SQNB Al GAAFASR gAGK A2
retrieved fromhttp://www.spamcop.net/and http://www.spamhaus.org/

Blackholes.fivgéen-sg.com is a more aggressive blacklist which has also been successfully tested.
tftSIFAS Y2YyAG2N) GKS LISNF2NXIYyOS 2F (GKA&a ofl O1fAal
aggressive in itdassification of spammers.

Arbl.proxmea.net is the blacklist constructed from ARBLS (@@gdata submitted from JEP(S). This
blacklist identifies spammers in the early stages of spamming, typically between 15 minutes and 24
hours of the start of spamming from one IP.

¢tKSaS w.[ Q& INB LINPJARSR FTNBS 2F OKINHS o0& (KS L

To delete ERBLentry mark the checkbox and press Delete selected.
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Email addresses

Theemail addresses featuiis only available in the licensed versmnJEP(S).

JEP(5) Greylist admin 100 x|
" Status | GreylistAgent | GreylistServer | Whitelit | Blackist | RWL | RBL  Email addresses | ARBLS | Graph | Database | 4]
¥ Enable address check LDAP server | Add |
ILD.i.P connection | ™ LDAP path I
[T LDAP authentication ~ Usemame I Password I
r Logging only File location I
Type Source LDAP Path UserMName
LDAR dcl1 proxmea.com de=proxmea dc=com proxmesldaploa. ..
Delete selected | Test address sources |
S| ok | cancel | oy |

Enable address

check

LDAP connection

LDAP authenticatior

Logging only
LDAP server

LDAP path

Username

Password

File location

Add

Delete selected
Test address

sources

By enablinghe address check you move the perimeter one level closer to the session. Without this a
session with an invalid recipient will bdle toreach your mail server where it would be denied. Two

Enables the filter.

Selects what type of source to add, LDAP or file.

If your LDAP server requires authentication for the query to succe
then check this boxThis will enable theisername and password
fields.

Enables the filter to be active but not executed against mail sessic
Describes the IP, NetBIOS name or FQN / DNS name of the LDA
server.

The search root where the query will start sefaing for email
addresses in the LDAP directory.

The username which will be used for authentication against the LI
directory.

The password which will be used for authentication against the L[
directory.

The full pathto the file containing the email address lighis can be
typed or selected with the Browse button (recommended).

Will add the currentonfigured entry to the database for loading.
Will delete any entries marked with the checkbox.

By selecting this a connection will be made with the JEP(S) serve
service and a query will be sent for it to load the addresses from t
sources. It will then respond with the number of email addresses
found or a failure.

other benefits with letting JEP(S) controlling valid and idvacipient are that this information will
be included in the ARBLS analytical engine and also be used to build graphs that reflect this.

© Proxmea BV 2002009

JEP(S) Administrator manual Page28of 43



There are two ways to add lists of email addresses. You can do it by an LDAP connection, usually
against one or more Wdows domain controllers, or by loading the addresses from a CSV file or a
line separated file.

If the filter is enabled but one or more sources fail to load tharevent log message will be logged
and the filter will not be used until it has succeskfilbaded again. This is to prevent that JEP(S) will
block valid recipients which have email addresses which have not been loaded.

LiQa NBO2YYSYRSR (KIFI(G ¢6KAES @2dz aSia a
allow for the filtertoo S Syl 6f SR o6dzi y2i0G SESOdziSRd hyOS &2 dzQN
uncheck the box and select Apply.

JEP(S) Greylist admin ) ] 4]
" Status | GreylistAgent | GreyistServer | Whitelist | Blacklist | RWL | RBL | Email addresses  ARBLS | Graph | Database | |
ARBL server status IZDDB—‘IZ—DB 11:35:58 Idle
ARBL submit status IZDDB—‘IZ—DB 12:27:11 Submitted 38 records.

™ Disable ARBLS

Last analisys data sent

H#dbtype: 1#ms: 9687 B86HrecardzSubmitted: 38
2009-12-03 12:27.01,79.164.157.180,1,0,0,0,0.0,
2003-12-03 12:27:01,94.231.172.185,1,0,0.0,0.0,
2003-12-0312:27:01,123.24.154.228 3.0,2,0,0,0,
2003-12-03 12:27:01,59.99.140.63.1,0,2.0,0.0,
20031203 12:27:01,94.181.18.186,11.0,0,12.0.0,
2009-12-03 12:27:01,91.201.206.44,1,0,0,0,0.0,
200912-03 12:27:03.201.42.215.54.1.1.0.014.0.
20093-12-03 12:27:03,83.19.199.210,2,0,1.0,0.0,
2009-12-03 12:27:03,123.24.12.158,2,0,1.0,0.0,
2003-12-0312:27:03,212.115.54.246 3.0,2.0,0,0,

[$] ok | ceeel | semy |

Automatic Real time Black List Submission is a new technique which builds on multiple JEP(S) servers
observations of sender mail S NJb&hh\idEpatterns.

ARBL server status Displays the current status of the internal ARBLS server.
ARBL submit status Displays information about the last submit.
Disable ARBLS When checked the ARBLS server will be deactivated.
Before disabling it please reamber that this will have a negative
impact on the efficiency ahe RBL made out of these submits.
You can only disable it in the licensed version.
Last analysis data Displays the first 10 lines of the last submit in the format:
Date Time, Reported IRount of rulel, Count of rule2ic.

When JEP(S) observes a suspicious behavior it will count howeofi@ricular sending mail server

has done this and addhis to an internal list. This list is sent to a central server by a regular HTTP
post reques every 10 minutes.

These lists from different installations are then compiled and wéeertain percentile of reporting
servers have been reported the same sending server to behave according to the same patterns then
this source IP will be considered folack listing.
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This blacklist can then be queried by JEP(S) to identify spammers in the early stage of their
Spamming attempt.

2 A0K GKAA (GSOKYyAldz$S 6S OFy ARSYGATEe aLIl YYSNBR GAl
put a joint effort betwesn all JEP(S) servers to identify the spammers and then use this information
against them.

For example if 20% of the reporting servers in USA reports 193.13.13.222 to attempt to send email
to non-existent email addresses then no action will be taken.

But when an additional 10% of reporting servers in Europe joins up reporting the same suspicious
activity then the cumulative effort will black list 193.13.13.222 for a shorter period of time
depending on the severity.

When more static blacklists like bl.spampcnet have caught up with this server then this entry will

be removed from the ARBL blacklist.

Usageof the resulting BL
To make use of the ARBL consolidated data add an entry to your RBhlforoxmea.net.

Privacy

Fromthe privacyL.JS N& LJS O (i he@rgredt Kfforiédh Qratecting your privacy and private

AYGSNYFE AYyF2NXYIFGA2Yyd® ¢KS RFEGF adzoYAGGSR gAtf yS
your system or environment.

There is one small exception to this rule and that is that the tfpdatabase your using is inside the

request to inform the central server of what intelligence to expect in the report. This is only reported

as a 0 (for local database) or as a 1 (for SQL databaas)a 2 (for SQL Compact)

The information in the submasion looks like this:

#dbtype:1#ms:374.9976#recordsSubmitted:25
2007-12-11 20:37:08,66.90.82.44,0,0,52,0,
2007-12-11 20:37:08,201.92.200.2,3,0,2,0,
2007-12-11 20:37:08,83.132.195.58,1,0,1,0,
2007-12-11 20:37:08,84.189.42.166,1,0,0,0,
2007-12-11 20:37:08151.48.187.196,1,0,0,0,
2007-12-11 20:37:08,201.86.39.222,1,0,0,0,
2007-12-11 20:37:08,66.90.82.47,0,0,74,0,
2007-12-11 20:37:08,66.90.82.48,0,0,140,0,
2007-12-11 20:37:08,83.98.177.240,0,0,6,0,
2007-12-11 20:37:08,83.98.177.43,0,0,2,0,
Y2NB SyGiNRS&axo

Thefirst line contains information about the database type, time it took to analyze the last 10
minutes records in milliseconds, and the total amount of records submitted.

The consequent lines contains observation time in UTC, suspected spammer IP, calenf pf
O2dzyt 2F NHzZ S HX O2dzyd 2F NMz S o3 SGOX

Rule 1 = Check if sending to an reisting email addreqs email address sources are configured in
enabled or logging mode)

Rule 2 = Check if sender and recipient are the same

Rule 3 = Check for same ijiffekent sender, same recipient

Rule 4 = Check for same ip, same sender, different recipient
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Graph
JEP(S) Graph is only available in the licensed version.
=1olx|

Status | GreylieSink | GreylistServer | Whitelist | Blackist | RWL | RBL | Email addresses | ARBLS  Graph | Database | Admin |

¥ Enable graphs ¥ Make smocth graphs v Cynamic grids

™| Disable collection of statistics. ¥ Interlaced graphs

Last day
120
100
80
G0
40 !
20 l
o 4 UN il
Tue 12:00 Wed 00:00 Wed 12:00
OTotal sessions [ Passed [OWhitelisted B Greylisted BUserdoesn'texist B Blacklisted

Sessions per 5 minutes

e aveny 3 et o \eraphs _saeas |
(2] ok Concel | topl |
Enable graphs Will enable the collecting of statistical graph data.

Disable collection  Will disalte the whole internal statistical engine used by graphs an
ARBLS. This option is only available if graphs and ARBLS are dis

Make smooth Removes the edge of the displayed default graphs.
graphs
Dynamic grids Displays grids only where necessarydefault graphs. For example |

this is disabled then the above graph would show 10, 20, 30\\étb.
it enabled it will only show 0, 20, 40, etc.
Interlaced graph Saves the produced images as interlaced for default graphs.

Width The X size of defaultgphs.

Height The Y size of default graphs.

Load data from log Opens the import window. This gives you the ability to rebuild the
files whole graph database in the case of a corrupt database or if you |

had graphs disabled previously.

An import is a oetime operation.
Image By clicking on the image you it will be updated.
{ I @S | &X Saves the displayed image to disk.

JEP(S) can save statistics to a separate round robin database which can contain up to one year of
data. This database is kept asagél file and is only a couple of hundred of kBloes this once

every 5 minutes and saves the last 5 minutes data of number of passed, whitelisted, greylisted,
blacklisted sessions as well as number of sessions to unknown email addresses (if emsdl addre
sources are configured in enabled or logging mode).

Default operation

When enabled the JEP(S) server service will collect statistical data and produce graphs every 5
minutes. The 6 default graphs will be saved to a subdirectory to the JEP(S) instaliditd Graphs.

l'a GKSasS AYIFI3IS&a INB NBodaAfd SOSNE FTAQOS YAydziSa
internal web server or to share the directory.
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Graph types

There are two different sets of graphs. JEP(S) will always produce 6 dedgls gvhich have a

static time period and layout.

In addition to this you can write your own graph definitions which will also be built every 5 minutes.

Custom graphs

JEP(S) is using RRDTool for generating the graphs. This is a free tool and an oe& ford® A F @& 2 dz
comfortable in undertaking the configuration of this kind of files then you can write your completely

26y RSFTAYAOGAZ2Ya YyR O2YLX SGSte O2yiNRBf oKIG A& A
they look.

There are two sample custographs included with JEP(S) which can be used as a start point. It is

al¥S G2 RStSGS (KSaS Gg2 FAESa AT &2dz R2y Qi g1l y i
When you write your own definitions you need to save thendBB(S) XXXX.dethe server will

not automdically generate them for you.

More information of RRDTool is availabléhép://oss.oetiker.ch/rrdtool/
Neither RRDTool or custom graphs are supported by Proxmea.

Load data from log files
Logfile Importer for, JEP(S) Graph g@@

Status Done. Built graph DB with 28873 with 1004. 75362641 05 per second
ETA 20071211 22:22:53  Processing 1009 entries per second

Import | Start: 2007-12-09 12.00:16 4M )
progress | Eng: 2007-12-11 9:17.09 FM Loading data from

Cumrent: 2007-12-11 8:15:16 PM - 2007-12-11 8:20:16 PM logfiles should only

Lines processed: 27952 be dore after an

Found itemns: upgrade or if the

200: 137 graph db needs

251: 106 tar be rebuilt

451: 21784 100ME of log

3 1 2 files takes about

5AD: 5301 30 to B0 minutes
to process.

If you need taebuild the graph database then this can be done with the Load data from log files
button. This will invoke a importer which will load all log files into memory and analyze them from
there.

The importer thread itself is running with the lowest possibl@gpty as such an import can take
guite some time depending on the amount of data that needs to be imported and how fast your
server is.

A rule of thumb is that a 100MB of log files takes 30 minutes on a Xeon 3040 @ 1.86 Ghz.

Youcanrunthisonalivesgsy Ay LINBRdzOGA2Y YR Al akKz2dzZ RyQi Ay
JEP(S) server even though this can easily u€9%0of available CPU capacity.
ThissaikA G Qa fglrea LINSBFSNNBR (2 R2 (KAA 2FF K2dz2NB O
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Database

=il

GreyiistAgent | GreyistServer | Whitelst | Blacklist | RWL | RBL | Email addresses | ARBLS | Graph  Databass | Admin | 4| »

string

Test connection |

Connection Data Source="D:\Program Files'\JEP{S)\JEP(5) sdf";Password=:Encrypt=FALSE;Max database size=4051;

Use this connection sting |

Create new database

DBtype |Local SQL compact 'l Create new | V| Database ™ Include session data Import |

Import/Export

Local SQL compact

r Server settings
SAL Server Use existing | ™ Sink/agent settings Export

o« | concel | semy |

Connection string

Test connection

Use this connection
string

Create new database

This defines how JEP{8) connect to the database together with
the setting db type.

You can edit this or insert a custom connection string here and aft
selecting db typen the Greylist server tajpou can test the
O2yySOiGA2Yy aGNAY3I IyR (KQodaSsSt
Uses the dbtype specified on the Greylist server tab together with
specified connection string to test the connection.

Writes the selected connection string to the settings and restarts t
application.

The databassetupis described under the installation procedure jpage9.

DB type

Create new

Use existing

Import / Export

© Proxmea BV 2002009

Selects the database type to do an action on. Types not available
greyed out and are not selectable.

Creates a new database. For Local MDB and Local SQL the datat
created in the local JEP(S) installation directory.

For SQL server a new dialog window is opened which is describe:
page 9.

If the setup is successful then the connection string willhmwa in
G6KS O2yySOiAz2Yy &0GNAY3A 62E | yR
use this database. If you select yes then the string is committed tc
settings and the application is restarted. If you select now then the
string is left in the window anglou can continue.

Similar to the create new function with the exception that it will asl
you to locate the existing database in place of creating it.
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The export functions produces and XML file which contain the databaestahd settings that
JEP(S) uses. This XML can be edited after export to exclude existing entries or include new entries.
The export is done on the checked options as described below.

The import function uses the exported XML file to import database tabtal settings defined in the
export file. It will only import entries matching the checked options if they exist in the export file.

An export can be done for all options and later an import can be done on only the options desired.

Database

Include session dat:

Server settings

Sink/agent settings

All settings ad lists in the database. This includes whitelists,
blacklists, RWL, RBL, email address sources and blocked/passed
count.

On export this defines all sessions which are not unique, e.g. sess
that have been seen more the one time.

On import this includes all defined entries in the export file.

All registry stored settings for the JEP(S) Server.

If the export file contains database settings then you will get a
guestion on import if you would like to import these setis. By
selecting no the database settings will be left as they are already
defined.

All registry stored settings for the JEP(S) Sink and Agent.

Import Performs the import action.
Export Performs the export action.
Admin
=10l

Status | GreylitSink | GreylistServer | Whitelist | Blackdist | RWL | RBL | Email addresses | ARBLS | Graph | Database Admin |

— Mail system administrator

[~ Limit translation fort size
v Splash at startup

¥ Mail admin on evert From Iieps@pmxmea.com
To Imallser«er@pmxmea.com
Send test email | SMTP server |mai|_prn;f.mea.c:0m
Server Encryption
Language IEninsh 'l ¥ Enable encryption

¥ Stoe settings encrypted
™ Force encrypted communication

Mo updates available

ok | cames | epy

These finctions areonly available in the licensed version.

Mail admin on
event

Send test email
From

To

SMTP Server

© Proxmea BV 2002009

Enables JEP(S) to send email as well as writing events to the eve
log.

Will notify the JEP(S) Service to send a test email.

This email address will be usedths sender of the email

This is the address where the email notification will be sent

IP address or FQDN of a mail server to relay the mail to the addre

JEP(S) Administrator manual Page34of 43



Language

Limit translation
font size
Splash on startup

Enable encryption
Store settings
encrypted

Force encrypted
communication

Check for updates

© Proxmea BV 2002009

the to field.

Selects the language for the JEP(S) Admin usefanter

Available language at the time of writing this manual are:

English, German, French, Spanish, Italian, Brazilian Portuguese,
Swedish and traditional Chinese.

If the system is missing fonts for a language then this language w
not be selectable.

When translations are active some labels will switch to a small for
fit the translation.This option prevents the font to be to small.
Enables or disables the JEP(S) Admin splash screen

Enables the encryption options
Will encrypt the settings and strings stored in the registry

When unchecked then encrypted traffic from JEP(S) Agent, Sink i
Listener is accepted but option&hen tecked then unencrypted
traffic will be denied.

Contacts Proxmea.com to see if there are any recommended upd
available.
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JEP(S) Listener

The JEP(S) Listener utility allows you to view thetnew traffic passing thougBEP(S) and the
resulting actions. You can also interact with the white and blacklists by selecting one or more items
and then selecting the action from the menu by right clicking in the grid.

[_CIx]

ey 77.36.6.42. com} m 7 #Block:451:New entiy , 281,10.31.0.225 Filters. I Pass I ow I a51 I ss0 I 571
DateTime Befehl | QuellP [ Absender

20030303 21:56:23 | grey
20090303 21:56:24 | grey
20090303 21:66:26 | arey com m Block:571:blackholes five-ten-sg.com - 75 10.31.0224
20030303 21:56:29 | grey 93729336 | Dlechich 2 dd server to static blacklist amaker.cor
2003-03-03 21:56:37 | grey 9120516828 | fewosis@yahao.com Etlerer ol ey

Empféinger Ergebnis Minuiten Ausfinngszeit ms Abhage van |+
temporariesuy @11 oray@iamaker.com Block:451:New sty - 281 10.31.0.224

grantt om Block:451:New ety - 265 10.21.0.224

wrhitelist v

Block:451:New entiy - 265 10.31.0.224
jainaker com Block:451:New entiy - 281 10.31.0.225

#Add sender ko static blacklist
Listening Connected ko jeps 3132

Remove server fram blacklist

Remave sender Fram blacklist

Connecting to the JEP(S) Server

By default JEP(S) Listenesét to connect to 127.0.0.1 or port 9105. This can be changed on the
JEP(S) Server menu under respective menu item.
Please note that if you want to connect to a JEP(S) Server other then on the local machine that you

will (1) need a license on the JERg8iver installation and the JEP(S) Server needs to be set to (2) be
set to listen on all interfaces.

JEP(S) Server | Settings  Lang

| wrEisenarp »

JEF{S) Server pork 3

Start listening

Stop listening

' FAGSNI O2y FANNVAY3I (GKSasS aSidAay3a asStSOaG WwW{ial NI £ A
data to the listener.

Settings
Settings | Language Language
Auto start Deutsch
Auko scroll o nglish
ZI Use local time Essaﬁol
ZI Encrypt traffic Francais
ITkaliano
Portugués (Brasil)
Svenska
Pwcckmit
Auto stat When selected the listener will attempt to connect immediately aft
the program has started.
Auto scroll When selected the focus in the grid will change to the last incomir
entry. This is overridden by manual selections.
Use local time Displays thencoming traffic in local time instead of UTC
Encrypt traffic Communicates with the JEP(S) Server with encryption and reques

the realtime data to be sent with encryption.

Language Selects the language for the JER({S)eneruser interface.
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Availalle language at the time of writing this manual are:

English, German, French, Spanish, Italian, Brazilian Portuguese,
Swedish and traditional Chinese.

If the system is missing fonts for a language then this language w
not be selectable.

The language $ection will only be reflected on the grid columns
after a restart of JEP(S) Listener.

This is a licensed feature.

Live management of white and black lists

This is a licensed feature.

You can add or remove entries from the white and blacklists lec8eg an item or more in the
JEP(S) Listener and then right clicking on the grid. You can then select one of the options from the
menu and the result is displayed in the status field in the bottom left corner of the window.

When selecting an entnhe row the item is selected on is what determines what server, sender or
NEOALIASY(d oAttt 06S IRRSR 2NINBY2@SR® L Aa GKdza
selected, not what item.

You can add an entry multiple times without it actudling added more than once.

Add server to static Add the server IP to the static whitelist.

whitelist

Add sender to static Add the sender email address to the static whitelist.

whitelist

Add sender to auto Add the sender email address to theta whitelist. An entry added to
whitelist this list will be removed once the it expires, normally 72 hours.
Add recipient to Add the recipient email address to the static whitelist.

static whitelist

Remove server Remove server IP from the whitelist

from whitelist

Remove sender Remove sender email from whitelist.

from whitelist

Remove recipient Remove recipient email from whitelist

from whitelist

Add server to static Add the server IP to the static blacklist.
blacklist
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